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Agenda

�
Overview

�

Security Goals
�

Hardening the Operating System
�

Basic Port Audits
�

Ipchain−like tools: too much choice
�

Other Options
�

Conclusion
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Overview

�
Installing a (new) system with multiple 
interface from scratch

�
RedHat 6.2 i386: standard installation

�
Use Bastille−Linux hardening script

�

Basic scanning for open service ports
�

Search for ipchains−like tools to set−up a 
basic firewall

�

TESTING 1−2−3
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Security Goals

�
Drawn a security policy

�
services I really need or nice to have

�

Fortify your gateway system
�

Bastille Linux
�

Other tools
�

IP filtering (with the help of ipchains)
�

kind of Service Level Agreement...
�

protection of the inside network

22nd Linux SIG Workshop  The Implementation of a Linux Firewall
08/07/2000 − Slide 5

Security Policy

�
No idea is a bad idea

�

Drawn your network on paper
�

To have an overview during setup
�

Put IP addresses on it
�

Make a wishlist of services
�

Commercial or not?
�

Commercial Firewalls for Linux
�

Non−commercial: Bastille Linux , Seawall,... 
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Network Graph
�

Design of local network with outside 

Linux

Windows

Others

Gateway

Cable−
modem

Internet

192.168.192.0

DHCP

Modem

ISDN
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Bastille Linux 1.1

�
http://www.bastille−linux.org/

�

Introduction: see talk Jon Lasser of Linux−
SIG 21

�

Installation and walkthrough: article of Jay 

Beale explains the how−to’s
�

http://bastille−linux.org/jay/

−> Bastille Linux Walkthrough
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More Bastille Linux

�

Bastille has 2 main parts
�

Implementation of ipchains firewall [Y/N]
� It understand multiple interfaces (eth+, ppp+,...)
� Fair good understanding of ipchains rules−setup

�
Hardening the OS

� See Linux Bastille Walkthrough
� See "There are no SAINTS" (Linux−SIG 20)

�
Basically the idea is excellent as it makes the 
OS quite secure, in combination with 
tcp_wrappers
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SUID Audit with Bastille Linux
�

Article "Shredding Access in the Name of 
Security: Set UID Audits" by Jay Beale

�
http://www.securityportal.com/

�
Nice article about SUID/SGID dangers

�
Use Bastille Linux as an audit tool 

�

Simple and practical example of its usage
�

Is Bastille Linux unique in its kind?
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Titan

�
Is a hardening tool written by Brad Powell, 
Dan Farmer & Matthew Archibald

�
http://www.fish.com/titan/

�

Current version 3.5
�

Only for Solaris currently
�

Work in progress for Linux (for Titan version 4)
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COPS and friends

�

Some older tools which are still usefull
�

COPS (from Dan Farmer)
�

Tiger (from Goug Schales)
�

Xinetd instead of inetd
�

Tcp_wrappers (from Wietse Venema)
� COAST Archive:

http://www.cerias.purdue.edu/coast/hotlist/index.html
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Armoring Linux

�
Paper written by Lance Spitzner
http://www.enteract.com/~lspitz/papers.html

�

An excellent how−to approach
�

Remove all unneeded entries from  inetd.conf
�

Remove all unneeded start−up scripts
�

Use TCP Wrappers for additional logging/control
�

Control su command
�

ipchains introduction
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Klaxon
�

http://www.eng.auburn.edu/users/doug/second.html
�

Excellent tool to guard network port scans
� /etc/inetd.conf

tftp  dgram  udp  wait   nobody    /etc/local/klaxon 
klaxon tftp

�

tftp scan logs the following:

Jun 18 22:36:31 sk8 klaxon[6452]: ALERT: host   
localhost:1540 accessing port tftp
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TIS fwtk

�
Trusted Information Systems (TIS) Firewall 
Toolkit (http://www.tis.com/) version 2.1

�
Is free (after registration & accepting license)

�
Is rather old (1996−1998) − not fully featured

�
Gauntlet Firewall vs. TIS fwtk

�
I like smap (the sendmail wrapper) a lot

�
mv Makefile.config.linux Makefile.config
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TIS smap daemon

�
Edit Makefile.config ; make ; make install

�

Edit /usr/local/etc/netperm−table
�

Comment everything, except for smap
�

change user−id 6 to 8 (mail)
�

Create /etc/rc.d/init.d/smap
�

Disable automatic sendmail start
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Smapd activation

�
Mkdir /var/spool/smap 
chown mail:mail /var/spool/smap

�

Add line to /etc/inetd.conf (client part)
smtp stream tcp  nowait root  /usr/local/etc/smap \  
         smap

�

/etc/rc.d/init.d/smapd start
Script available on demand...

�

crontab entry:
0,30 * * * * /usr/lib/sendmail −q > /dev/null 2>&1
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Port Scan: grc.com/x/ns.dll
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HackerWhacker.com
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Hacker Wacker (cont’d)
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HTTP Proxy
�

tproxyd −t −s 8080 proxy.isp.be 8080
�

Traffic is bi−directional!
�

Delegated 6.1.14 is a better proxy service
�

http://www.delegate.org/delegate/
�

delegated −Pinternal_IP:8080 SERVER=http 
PROXY="proxy.pandora.be:8080:*"

�
Can proxy news, telnet, ftp, etc...

�
Is worth a talk on its own ;−)
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Solsoft NSM

�
An Open Source Authenticating Proxy

�
http://www.solsoft.org/nsm/

�
Filtering on headers and content

�
Authentication of users (token based)

�
HTTP, Telnet, FTP and generic proxy

� a bit like TIS fwtk
�

GUI for management
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Xinetd

�
Extended inetd daemon

�

http://synack.net/xinetd/
�

Latest release 2.1.8.8p8 (June 4, 2000)
�

Replacement for inetd
�

Access control
�

Prevent denial of service attacks
�

Extensive logging
�

Redirect services to remote hosts
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Packet Filtering

�
TCP/IP based protocols (TCP, UDP, ICMP)

�

For each IP packet you can
�

accept and route the packet
�

reject the packet
�

relay the packet to another service
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Packet Filtering (cont’d)

�

Filtering can be based on:
�

Type of IP protocol
�

Destination Port
�

Source and/or destination address
�

Type of TCP packet
�

IP Interface
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Ipchains

�
Ipchains is one of the best known tools for the 
kernel 2.x

�
Derived from ipfw (BSD)

�
Partial rewrite of ipfwadm

�
In kernel 2.3+ it is rewritten again...

�
netfilter (http://netfilter.kernelnotes.org/)

�
Ipchains is built into the kernel

�
Has a CLI to control/modify on−line
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Configuring Ipchains

�

Do it yourself from scratch?
�

Start with reading IPCHAINS Howto ;−)
�

See also "Introduction into Linux firewalls"
Linux−SIG 18

�
Needs an indepth understanding of TCP/IP

�
Doing experiments on a live system??

�
Is probably the safest way if you know what
you are doing
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Ipchains Kick−offs

�
Download firewall start−up scripts

�
http://www.redhat.com/support/docs/tips/\
firewall/firewallserver.html

�
Pretty easy for PPP dial−up (1 PC)

�

Download firewall setup scripts ipchains−
firewall v1.7.0

�
http://firewall.langistix.com/

�
firewall.sh ext−interface  int−interface
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Nmap from the inside

�
nmap internal_ip_address

�
Starting nmap V. 2.3BETA6 by Fyodor 
(fyodor@dhp.com, www.insecure.org/nmap/)

�
Interesting ports on duvel (192.168.192.50):

�
Port    State       Protocol  Service
21      open        tcp       ftp
22      open        tcp       ssh
23      open        tcp       telnet
79      open        tcp       finger
113    open        tcp       auth
515    open        tcp       printer
6000  open        tcp       X11
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Nmap from the outside

�
Nmap external_ip_address

� Nmap 192.168.1.1 −p 1−65000

Starting nmap V. 2.3BETA6 by Fyodor (fyodor@dhp.com, 
www.insecure.org/nmap/)

Nmap run completed −− 1 IP address (0 hosts up) scanned in 
60 seconds 
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Firewall Design Tool

�
http://www.linux−firewall−tools.com/linux/
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Pmfirewall

�
Pointman.org pmfirewall

�
http://www.pmfirewall.com/PMFirewall/

�
Ipchains and masquerading configuration tool

�
Supported on all Linux platforms

�
Limited to 2 interfaces (works with DHCP)

�
Has an [un]install.sh script

�
Starts automatically after reboot

�
Questions are understandable

�
Result of pmfirewall is satisfying
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Seattle Firewall
�

Another ipchains + masquerading firewall
�

http://seawall.sourceforce.net/
�

Supported on main Linux platforms
�

Has more options than pmfirewall
� configuration files
� Better suited for cable/DSL users
� More than 2 interface are possible (DMZ)
� VPN (IPIP, IPSec, PPTP, PoPToP)

�
Good documentation

�
First impression was good to very good
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Sinus Firewall

�
Sinus Firewall project is a real firewall

�
http://www.ifi.unizh.ch/ikm/SINUS/firewall/

�
Filtering IP,TCP,UDP,ICMP,IGMP packets

�
Graphical management software

�
Has great potentials if you are interested in "real" 
firewall software

�
Unfortunately, no time left to try it out...
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Commercial Firewalls

�
Solsoft NP−Lite

�
http://www.solsoft.com/np−lite/ 

�
Freely distributed for Linux platforms

�
Support 3 interfaces

�
Security of servers and Networks (ipchains)

�
Policy Audit included (graphical)

�
130 services already known

�
Extentible

22nd Linux SIG Workshop  The Implementation of a Linux Firewall
08/07/2000 − Slide 35

Tripwire

�
After hardening Linux, and

�

Installing and configuring packet filtering

�

Install tripwire http://www.tripwire.org/
�

Detect any variance in file integrity
�

Detect added/deleted files
�

See also:
�

http://www.linuxnewbie.org/nhf/intel/distros/\
suse/tripwire.html
(Installing and configuring Tripwire 2.2.1)
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Finished?

�
Do not forget to analyse the log−files

�
firesoft.tar ( http://www.unix.gr/ )

. / packet char t . pl

FROM                       TO                     
COUNT

===========================================

164. 35. 199. 7        164. 35. 199. 255        =

10. 202. 1. 46          al l −zer os−br oadcast    =

10. 202. 1. 98          s862636. XYZ. be      === 
�

Intrusion Detection Systems
�

See also "There are no SAINTS"
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Conclusion

�
Plenty of work before a firewall is operational

�

Ipchains rules are quite difficult to understand
�

Linux kernel 2.4 will use netfilter (iptables)
�

Rules will be less confusing
�

More standarized (learned from the past)
�

Filtering on IP State possible
�

Wait until September for new filtering utililties
�

Meanwhile study some filtering utilities
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Conclusion 2

�
Still prefer the KISSKISS method

�
Remove all services you do not need

�
Check for security patches!

�
Configure and test ipchains utilities (offline!)

�
Make a backup (after running tripwire) on tape or 

CD
�

Go live on the Internet
�

Watch the log files carefully
�

Audit on a regular basis
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